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Abstract: [Objective JChaotic laser secure communication exhibits the advantages of high speed, long distance, and compatibility
with classical optical fiber channels due to hardware encryption, which can provide physical layer security for high-speed optical fi-
ber communication systems. In order to solve the physical security problem of feedback time delay leakage in conventional electro-
optical feedback chaotic encryption systems, this paper proposes a secure optical communication system that can hide the charac-
teristics of electro-optic feedback Time Delay Signature (TDS). [Methods] By coupling an external cosine signal into the electro-
optic feedback loop for feedback modulation, the periodicity of the cosine signal in the autocorrelation or mutual delay information
curve is employed to mask the TDS of the original electro-optical feedback loop, so as to guarantee the physical layer security of
the electro - optical feedback encryption structure. [Results] The influence of key parameters such as the presence or absence of
external coupling signals, coupling ratio, and modulation depth on TDS feature hiding is analyzed and compared in detail. The se-
curity and communication performances of a 28 Gbit/s on-off-keying modulated secure communication system are simulated and
verified. The influence of feedback delay time detuning of the feedback loop on the synchronization and communication perfor-
mance is also investigated. In several typical eavesdropping scenarios, the anti-eavesdropping attack performance is explored by
cosine phase decryption, dispersion compensation or joint phase decryption and dispersion compensation eavesdropping. [ Conclu-
sion] The results show that the proposed method can effectively conceal the TDS characteristics of the electro-optic feedback en-
cryption system, prevent the leakage of feedback loop delay time, and resist against various illegal eavesdropping attacks, which
provides a new solution for the design of electro-optic chaotic encryption systems in future.
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